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Voting entity requests 
a ballot 
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Voting mediator 
validates the request 
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Voting mediator 
generates an 
electronic ballot 



Voting entity receives 
the electronic ballot 



Voting entity casts a 
vote in the election 
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Voting entity sends the 
ballot to the voting 
tabulator 
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validates the ballot 



v 

Voting tabulator counts 
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Voting entity obtains 
public key from voting 
mediator 
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Voting entity requests 
a ballot for election 



Request signed with 
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key 
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request with public key 
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Voting mediator 
receives a ballot 

request 

^ \53 



Request is decrypted 
with mediator's private 

key 
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Voting entity certificate 
validated 



Voting mediator 
creates ballot 



Ballot placed in 
message and signed 
by voting mediator 



Signed information 
encrypted with public 
key of voting entity 
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Encrypted message 
sent to voter entity 
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Voting mediator 
encrypts ballot 
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Voter receives 
message containing a 
ballot 
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Voting entity decrypts 
message with voting 
entity's private key 



v 

Voting entity validates 
the message 



v 

Voting entity casts vote 
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the voted ballot with 
the voting tabulator's 
public key 
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Voting tabulator 
receives message 

$ ^69 



Voting tabulator 
decrypts message with 
its private key 



Voting tabulator 
validates votes 



Ballot validation 
request signed, 
encrypted and sent to 
voting mediator 



Voting mediator 
decrypts and validates 
the requested 
determines ballot 

validity 
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Voting mediator sends 
signed and encrypted 
validation to voting 
tabulator 
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Voting tabulator 
decrypts and validates 

the response and 
message and verifies 
the validation response 



Voting tabulator 
increments vote totals 



